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Trustworthy integrated circuit (IC) design, Hardware security; Hardware obfuscation; Secure-
ASIC design; Chip design (front-end/back-end); FPGA implementations; Hardware accelerators;
Cryptography; Embedded systems.

Tallinn University of Technology (TalTech), Tallinn, Estonia
Ph.D., Information and Communication Technology, 2020-(Expected Fall 2023)
Dissertation: Leveraging FPGA Re-configurability as an Obfuscation Asset

Institut polytechnique de Grenoble — ESISAR, Valence, France
M.Sc., Computer Engineering (Integration, Security and Trust in Embedded System), 2018-2019
Thesis: Development of an FPGA Emulation-based Fault Injection Tool for RTL designs

University of Management and Technology (UMT), Lahore, Pakistan
B.Sc., Electrical Engineering, 2014-2018
Thesis: Design and Development of Tele-presence Robot

Tuneable Design Obfuscation Technique using hybrid-ASIC

<> I developed a specialized CAD tool that utilizes a standard-cell based physical synthesis flow
and explores the FPGA-ASIC design space, allowing for flexibility and compatibility with
contemporary design practices. Its main purpose is to obfuscate the design.

< Executing RTL to GDS flow (Placement, power planning, CTS, routing, STA, etc.) for
different designs, demonstrating the attained obfuscation quantitatively.

A Robustness Evaluation of SRAM-based PUFs on 65nm CMOS Technology from TSMC

< We collaborated with Intrinsic ID to design a chip using 65nm LP Technology from TSMC.
This Chip design explores various memory and chip-level parameters to analyze the impact
of different chip-level decisions for each SRAM macro, such as location, rotation, and power
delivery strategy.

<> Writing Verilog code and logic synthesis (front-end), RTL & gate-level Simulation
< Executing RTL to GDS flow (Placement, power planning, CTS, routing, STA, etc.)
< (RTL to GDS) Executing DRC, LVS, IR drop analysis, spice simulation for final GDS file

Local Layout Effect-based Ring Oscillators on 65nm CMOS Technology from TSMC

<> As a part of the European Union’s Horizon 2020 SAFEST project, We collaborated with KU
Leuven to design a chip that comprises more than 200 macros of Ring Oscillators (ROs).
The ROs are finely tuned for hardware security purposes and can cover a frequency range of
a few tens of KHz.

< Writing Verilog code for front-end logic synthesis and conducting RTL and gate-level simu-
lation

< Executing RTL to GDS flow (Placement, power planning, CTS, routing, STA, etc.)
< (RTL to GDS) Executing DRC, LVS, IR drop analysis, spice simulation for final GDS file

Tools: Cadence Genus, Cadence Innovus, Siemes EDA Calibre, Cadence Xcelium Logic Simula-
tor, Siemes EDA ModelSim, Xilinx Vivado IDE, LTSpice, Proteous, NI Multisim, KiCAD EDA,
STM32Cube.

Languages: Verilog, TCL, VHDL, Python, C, SystemVerilog, MATLAB, Javascript, Intel As-
sembly, MIPS Assembly, Latex, Visual Basic.
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IEEE Day Ambassador (2016-18), student member (2018-Present)
Reviewer for IET Electronics, IEEE Access

Volunteer, Organizing committee of CSAW’18 Europe Cybersecurity competition (2019)
Received continuous Rector/Dean Merit awards for five semesters and the prestigious Rector’s

medal upon completing B.Sc. in 2018
First position during my master studies at Grenoble-INP ESISAR

IDEX Master Scholarship during my master studies

Won first position in the International competition of Hardware Security (HeLLO: CTF) (2022)
Young People Programme funding for DATE 2023
Young Fellows Program funding for DAC 2023

TOTe (Tuneable Design Obfuscation Technique using eASIC)
TTech-LIB (An Open-source Library of Large Integer Polynomial Multipliers)

Co-supervisor, Giorgi Basiashvili (M.Sc. candidate, Computer Engineering, qualified 2022)
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